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<response 
' ' ^ ^ version="2. 0.0"> 
<doma i n 

174 doma i nName= "domain. com "> 

<appliance 
serialNumber="l le" 
name= "appliance" 

176 status="0"> 

<logs> 

,<logEntry f ilename="/var/log/messages"> 

.170 , <! fCDATAf 

])> 
</logEntry> 
</logs> 
</appliance> 
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<devic'e 

name="device" 

address=" 192. 168.100.50" 

status="0"> 

<protocol 
id="0" 

type="icmpPing" 
success="true" 
description="Host Ping"> 
</protocol> 

</device> 
</domain> 
</response> 
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204— N 

<request 

206 ^version="rl.0.1"> 

<tunnel 
serve rAddress="<address>" 
clientAddress="<address>" 
protocol="<protocol>" 
ifName="<interf ace>" 

208 ^active="false"> 

<directedCircuit 
expires="<minutes>" 
serverSideHostAddress="<address>" 
client SideHostAddress="<address>" 
client Bound= "false" 
requested="true" 
client SideActive=" false" 
serverSideActive="f alse"/> 
</tunnel> 
</request> 



FIG 10C 



134 



128 



114 



116 



Workstation 

Request (DC Requested) 
► 


Controller 


Server 


Response (DC Pending) 









Response (Heartbeat) 








Request (DC Requested) 






► 

Response (DC Active) 






Request (ACK) 






► 

M 


Response (Heartbeat) 




Request (DC Requested) 






M : 


► 

Response (DC Active) 




Request (ACK) 




Refresh (DC Requested) 




► 


► 

Response (DC Active) 







FIG 11 



Client 



134 


^ lOft 

^ 1 £-\J 


1 1 H 


1 1 Xj 


Workstation 

V V \ji rvoiauui I 


VUI lit unci 


Qpn/pr 
OCl VCI 


Plipnt 


Request (DC Requested) 








Response (DC Pending) 






Request (DC Requested) 








Response (Heartbeat) 












Request (DC Requested) 








Response (DC Active) 


Tunnel Up 


Tunnel Up 




Request (ACK) 


Response (DC Active) 












Request (ACK) 








Log Tunnel Up 








Log Directed Circuit Up 






FIG 12A 








134 


1 t.O 

/ 


s I 1 1 


^ 11fi 

y I I D 


Workstation 


Controller 


Server 


Client 


Request (DC Unrequested) 


Rftcnnncs /MoorfHoat\ 
rvco(JDiioB yncaiiucaii 






Response (DC Pending Close) 






Pd^ii loci iV\C* 1 lnrDnudctoH\ 






















Request (ACK) 










Response (DC Inactive) 






Request (ACK) 








Log Directed Circuit Down 








Response (Tunnel Inactive) 


Tunnel Down 


Tunnel Down 




Request (ACK) 






Response (Tunnel Inactive) 






Request (ACK) 








Log Tunnel Down 







^214 
Audit Database 



^— 214 
Audit Database 



FIG 12B 



